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Cyber Security – Big Market Opportunity, Leading 

Global Capabilities
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• Strong market demand for cyber security, market opportunity of >S$200B, 

growing at 9% 

• Focus on high-growth and high-margin segments of the market 

which are growing 2x faster than the overall cyber security market 

• Worldwide scale; local capabilities in all key geographies

• Well-recognized capabilities in Managed Security Services, 
Consulting & Professional Services and Data Protection Technology
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(1) Source: Gartner Forecast Analysis: Information Security and Risk Management, Worldwide, 4Q18, Rustam Malik et al., 29 March 2019

Values are in constant-currency, an exchange rate of 1.304 SGD per USD was applied; Graphs/Charts created by Singtel based on Gartner Research; Classification methodology of Gartner’s defined sub-

segments into Singtel’s categories: Tech. Services comprises of Implementation Security Services, Consulting comprises of Consulting Security Services, MSS comprises of Hardware Support and IT 

Outsourcing Security Services, Products comprises of all remaining sub-segments;

Worldwide cyber security spend(1)

(S$B, 2018-22)

CAGR

(%, 2018-22) Description

Market Opportunity of >S$200B

9%

9%

12%

7%

• Development and sale of security 

software and hardware solutions

• Device management and threat 

monitoring, detection and response

• Advisory services, compliance reviews 

and vulnerability management

• Hardware support and implementation 

services 
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Global IT Security Industry Profit Pools
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Source: internal estimates, based on the financial profiles of publicly listed companies in each of the categories



Global IT Security Industry Profit Pools
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Data security products

Market growth: 16%

Typical GM: ~80%

Incident response, 

forensics, pen. testing, 

transformation

Market growth: 15-20%

Typical GM: 40-45%

Trustwave Offerings Focus

Security monitoring, 

managed security testing 

and threat hunting

Market growth: 15-17%

Typical GM: 60-70%



Market Fragmentation
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High-value Managed Services 
(Security monitoring, managed security testing

and threat hunting)

High-value Professional Services
(Incident response, forensics,
pen. testing, transformation)

Market share of Top-5 players
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localized 
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Trustwave Offerings Focus
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Source: internal estimates, based on the financial profiles of publicly listed companies in each of the categories



Singtel Cyber Security Growth

7

FY19FY14 FY16

~$10M

$286M(2)

$470M

• Integrated cyber security 
entity with global synergies 
from Singtel, NCS, Optus 
and Trustwave

• Trustwave security brand

• Acquired Hivint (Australia)

• Cloud, Mobile, OT and IoT
Security

• End to end security 
solutions

• 9 global SOCs

• First Singtel SOC

• Focus on email, 
broadband, firewall 
and DDoS solutions

• Mainly technology 
services

• Acquired Trustwave

• Capabilities in AMS & 
EMEA

• Advanced security 
operation center in 
Singapore (ASOC)

• Cyber Security 
Institute

• Best of breed partners

Started our 

cyber journey

Acquired 

Trustwave

Recognized as global cyber 

security and MSS leader 

Cyber Security Revenue(1)

S$

(1) Cyber Security revenue does not include revenue from PCI Compliance business

(2) The acquisition of Trustwave was completed on 31 August 2015. Revenue stated includes full-year contribution of Trustwave Cyber Security business (excl. PCI compliance), incl. Q1 and Q2 

pre-acquisition revenue, for the purpose of like-to-like comparison with FY19



Global Visibility and Scale

Local Presence and Capabilities
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Chicago, USA

Waterloo, Canada

Denver, USA

Sydney, Australia

Manila, Philippines

Tokyo, Japan

Warsaw, Poland

Singapore

London, UK

Auckland, New Zealand

Netanya, Israel

Global Security Operation Center

Trustwave Fusion Center

SpiderLabs Research Center

200,000+
Business and 
government 
customers

5,000+
Enterprise 

MSS clients

96 countries

Global Trustwave 
customer footprint

5
SpiderLabs
Research 
Centers

2,000+
Security 

professionals 
worldwide

9
Global Security 

Operations 
Centers

1
Trustwave 

Fusion Center



Market and Revenue by Geography

9

Global cyber security 
market(1)

Trustwave 
cyber security revenue(2)

22%

42%

35%

Trustwave
(FY19)

Market
(CY18)

78%

4%

19%Asia

Pacific

Americas
& Europe

(1): Source: Gartner Forecast Analysis: Information Security and Risk Management, Worldwide, 4Q18, Rustam Malik et al., 29 March 2019; Values are in constant-currency, an exchange rate of 1.304 

SGD per USD was applied; Graphs/Charts created by Singtel based on Gartner Research, calculations performed by Singtel; (2) Exchange rates used: 1.304 SGD per USD, 0.991 SGD per AUD, cyber 

security revenue does not include revenue from PCI Compliance business

Strong position in 

APJ

Growth opportunity in 

Americas & EMEA

S$470MS$153B



Sophisticated 

threat actors

$8T
cost of cybercrime to 
global business by 2020

1,425%
ROI for exploit kits and 
ransomware schemes

55 days 
median time between 
intrusion and detection

Cybersecurity 

skills gap

3.5M
estimated number of 
unfilled cybersecurity jobs 
worldwide by 2021

53%
respondents who said 
their organization had a 
shortage of cybersecurity 
skills

350,000
open cybersecurity 
positions in the United 
States

Attackers 

target data

3B
number of accounts with 
personal information 
compromised in Yahoo 
breach

21.5M
data records lost after 
attackers targeted 
databases in U.S. Office of 
Personnel Management

500M 
guest records 
compromised in Starwood 
database breach
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Today’s Security Challenges



11

Build a Comprehensive Security Model

Monitor critical assets. Rapidly 

detect internal and external 

cybersecurity threats and breaches. 

Quickly respond to and remediate 

from cybersecurity threats and 

attacks. 

Identify cybersecurity risk 

to critical assets: users, 

applications and data –

whether on premise, in the 

cloud or hybrid.

Implement safeguards 

and controls to protect 

users, applications and data 

(at rest or in motion) –

whether on premise, in the 

cloud or hybrid.
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Build a Comprehensive Security Model

Technology

Security technologies from Trustwave 

and leading partners that control 

and provide multi-layered 

protection of critical assets.

Managed Security Services

24/7, vendor agnostic global capabilities to monitor and 

manage critical assets. Threat detection and 

response using security expertise, AI and 

analytics. Proactive threat hunting and intruder 

eradication. Delivered from a technology platform and based 

upon global and local threat intelligence.

Consulting and 

Professional 

Services

Global expertise and best practices to 

architect and design, to 

assess and implement and 

manage and respond. Regional 

and industry capabilities and expertise.
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Global Consulting and Professional Services
Trustwave Consulting and Professional Services drive cybersecurity across the complete lifecycle

Consulting and Professional Services

Advise Transform Manage

Consulting Professional Services Professional Services

Implementing the solution

 Technology Integration

 Trustwave Product Implementation

 SIEM/ SOC Design & Build

 Penetration Testing

 Digital Forensics & Incident 

Response

Repeatable and consistent

 Staff augmentation

 Security Testing 

 IR Retainer

 Global consistent delivery

 Best-shore standardized delivery 

driving efficiency and efficacy 

Solving Client’s Problems

 Security Strategy & Architecture

 Industry expertise and PoV

 Maturity Assessments

 Cloud Security Advisory

 Education and Awareness
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Consulting and Professional Services

Source: IDC MarketScape: U.S. Incident Readiness, Response, and Resiliency Services 2019 Vendor Assessment – Beyond the Big 5 Consultancies, #US44257117, September 2018 

2018 IDC MarketScape U.S. Incident Readiness, Response, and Resiliency Vendor Assessment

Industry-Leading Consulting & Professional Services
Trustwave: An IDC MarketScape Leader

Trustwave

Source: IDC 
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Protect Your Data

Technology

Trustwave DbProtect

Highly scalable database security 

platform that enables organizations 

to secure their relational 

databases and big data stores, 

both on premises and in the 

cloud, with a distributed architecture and 

enterprise-level analytics.

Trustwave Secure Email Gateway 
(SEG)

Delivers a single email gateway 

solution that provides advanced 

protection against today’s email-

based threats, extensive policy controls, and 

in-depth data security and compliance 

management.
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Protect Critical Assets with Technology Solutions

Technology

Trustwave 

Security 

Technology 

Ecosystem



Trustwave Next-Gen Managed Security Services
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Managed Security Services

Certified and Accredited: SOC 2 / PCI DSS 3.2 / ISO 27001 / ITIL v3

Threat Detection 

& Response

Security 

Testing

Security 

Advisory

Proactive 

Threat Hunting

Threat & 

Vulnerability

Management

Today’s sophisticated threats 

require next-generation 

managed security services. 

Trustwave offers a 

comprehensive portfolio of 

managed security services: 

threat detection and response, 

security testing, security 

advisory, proactive threat 

hunting and threat and 

vulnerability management.

Security operations in multiple 

form factors:

- MSS as a full service

- Customer premise SOC

- Hybrid SOC



Industry-Leading Managed Security Services
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Managed Security Services

2019 - A Leader 

Magic Quadrant - Managed
Security Services, Worldwide

2018 Singapore 
and Southeast Asia 

Managed Security 
Service Provider of 

the Year

2019 Winner

Best Managed 
Security Services 

Provider

Gartner, Magic Quadrant for Managed Security Services, Worldwide, Toby Bussa et al., 02 May 2019. This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in 

the context of the entire document. The Gartner document is available upon request from Trustwave.

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. 

Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to 

this research, including any warranties of merchantability or fitness for a particular purpose.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and is used herein with permission. All rights reserved.



Unrivaled Intelligence
Real world intelligence from forensics 
investigations and advanced threat research 

Deep Expertise
Threat hunting, ethical hacking, forensic 
investigations, incident response and research

Globally Recognized 
Recognized globally by enterprises, cybersecurity 
analysts and research community

Warsaw, Poland

Netanya, Israel

Singapore

SpiderLabs Research Centers 

Chicago, USA

Auckland, New Zealand



Our Journey Forward

Monetize the assets and 
unlock value for Singtel 

Group

Operate and scale 
globally

 Invest and grow strategic business 

lines (high-end MSS & Consulting, 

SEG, DbProtect)

 Margin expansion in every Region

 Global leader in Managed 

Security, with significant 

tech-platform capabilities

 Value-unlock

 Accelerate growth in 

Enterprise Business in 

Americas and EMEA

 Focused R&D, M&A and IP 

creation

Drive strong double-digit revenue growth, with high gross margins

Grow strategic 
business lines
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